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• What is OSINT and Taranis AI

• What are the hard things in OSINT analysis

• Check if more input means more output (intelligence)

• Analysts' workflow

• How AI helps

• Demo

• Q&A

AGENDA
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• Open-source intelligence (OSINT) is the collection and analysis of data gathered from open sources to produce 

actionable intelligence.

• Technical Cyber Threat Intelligence (CTI) to configure detection systems:

• Indicators to put into SIEMs

• Domains to block in name-servers or proxies

• Execution patterns to block in EDRs

• But also “softer CTI”:

• News about threat actors

• New (features of) security products

• News about breaches, incidents, campaigns

• News about vulnerabilities, patches, mitigations, counter-measures, exploitation, post-exploitation, …

• Policy news: political/diplomatic initiatives, new EU policy documents, GDPR-related lawsuits

• Updates on security standards (ISO, BSI, ANSI, CIS, OWASP, …)

• Mergers, acquisitions, failures, … or other company news

WHAT IS CYBER SECURITY OSINT?
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• Open Source project on GitHub: https://github.com/taranis-ai/taranis-ai

• Over 1200 GitHub stars

• Build upon Taranis3 and Taranis NG

• Production-ready OSINT platform

• Connects with MISP

TARANIS AI
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User Story 1: What are the ‘hot topics’ of the last hours/days?

User Story 2: What do we know about a specific entity? (e.g., a vulnerability, malware, 
company, product, person, location etc.)

User Story 3: How can I find more related news items after reading this interesting article?

User Story 4: Which news items are pertinent to my organization/infrastructure?

User Story 5: How can I efficiently sum up my findings for my manager or commander?

https://github.com/taranis-ai/taranis-ai
https://github.com/taranis-ai/taranis-ai
https://github.com/taranis-ai/taranis-ai
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• How can an AI model assist without interfering with a human?

• Which actions should remain manual?

• How can independent teams collaborate in a controlled manner?

• Is there one ultimate solution or where should the organisation have a say?

As project evolves, our solutions also keep adjusting

HARD QUESTIONS
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HOW MANY OF YOU HAVE BEEN EVER 

OVERWHELMED BY LLM (AI) RESPONSES?
please indicate :)



• More signals do not automatically create more intelligence!

• Security Analysts need to understand:

• What matters

• Why it matters

• What to do next

• This is hard when:

• Too much arrives (news articles, reports, shared indicators, etc.)

• Context is fragmented (across systems, sources, organisations)

• Accountability remains human

MORE SIGNALS – MORE INTELLIGENCE?
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WE NEED A BETTER SUPPORTED JUDGEMENT
not more automation



• Collect

• Selected sources provide newest landscape information

• Assess

• Groups related articles, adds notes/summaries

• Analyze

• Writes the assessment into a structured report

• Publish

• Renders and distributes an intelligence product

ANALYSTS' WORKFLOW
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WHERE AI HELPS?



• Create topic clusters – Stories

• Summarize

• Extract entities and indicators

• Classify (sentiment, cybersecurity relevancy, etc.)

REMOVE THE REPETITIVE
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• Create topic clusters – Stories

• Work with contextualised data

• Summarize

• Relevancy can be decided quicker

• Extract entities and indicators

• Tangible artifacts becomes visible (and machine readable)

• Classify (sentiment, cybersecurity relevancy, etc.)

• Provide more clarity

LEADS TO A MORE EFFICIENT WORKFLOW
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IMPORTANT: HUMAN DECIDES WHAT MATTERS



Automation remains useful. Human validates what matters.

• Analysts decide what happens

• What Stories go to a Report

• What Stories are automatically shared

• What Reports go to a Product

• How and where they share a Product

• Automation is useful when its boundaries are visible and adjustable

HUMAN IN THE LOOP
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HOW DO WE KEEP THE SYSTEM UNDER CONTROL?



AI mechanisms (Bots) can be enabled individually

• LLM-Bot

• Summarisation, Named Entity Recognition, Story Clustering, Chat , Sentiment, ...

• Local LLM models

• Can be deployed with Taranis AI

• GPU and CPU support

• Data is retained on your system

• Organisations decide:

• Where they deploy and how they isolate

• What LLMs are connected

• What tasks are automated

• What Role Based Access, Access Control Lists and Traffic Light Protocol applies

MODULAR SYSTEM AND SELF-HOSTING
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DEMONSTRATION



DASHBOARD
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ASSESS I.
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ASSESS II. - STORY VIEW
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ASSESS III. - STORY VIEW
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ANALYZE – REPORT CREATION VIEW
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PUBLISH – PRODUCT CREATION
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INTELLIGENCE PRODUCT
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MISP
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CHAT FEATURE
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• Where else is AI’s support desired?

• How can we support an efficient collaboration of Analysts?

• Taranis AI Chat – what should the scope be (agentic?)

• Internet History – compare how articles evolve

• Asset Management – how to connect assets with the current landscape well

FUTURE PLANS
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• Funded by the European Union under the Horizon Europe Research and Innovation

programme (GA no. 101168144 - MIRANDA). Views and opinions expressed are

however those of the author(s) only and do not necessarily reflect those of the

European Union or the European Commission. Neither the European Union nor the

granting authority can be held responsible for them.

TALK FUNDING - MIRANDA
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QUESTIONS?



THANK YOU!
Peter Leitmann, 7.10.2026

Contact:

Peter.Leitmann@ait.ac.at

Taranis@list.ait.ac.at
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