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Notable Features
Task queue via Celery for asynchronous news item processing

Modern NLP features like entity recognition and summary creation

Story clustering to reduce analyst workload

Keyword and tag dashboard visualization
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Notable Features
Recognizes cybersecurity terms like APTs, CVEs, IoCs

Include/exclude lists for collection and tagging

Advanced search and filters for item management

Grouped sources for easier task application
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Collect Taranis collects data from various sources, including:

Assess - Taranis helps assess the relevance and reliability of the collected data:

Websites - News, blogs, forums

Social Media - Twitter, Reddit, etc.

Dark Web - Forums, marketplaces

Public Datasets - CVE databases, APT reports

Relevance - How relevant is the data to your needs?

Reliability - Is the source trustworthy?

Timeliness - Is the information up-to-date?

Impact - What is the potential impact of the information?
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Analyze - Taranis analyzes the collected data to extract insights:

Publish - Taranis publishes the analyzed data in a user-friendly format:

Named Entity Recognition (NER) - Identifying entities like people, organizations,
locations

Sentiment Analysis - Understanding the sentiment of the text

Topic Modeling - Discovering topics within the data

Trend Analysis - Identifying trends over time

PDF - Reports with detailed analysis

HTML - Interactive web pages

JSON - Structured data for further processing
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NAMED ENTITY RECOGNITION
Locates and classifies entities

Beyond simple tagging

Enhances search precision

10



NER model

Regex 
(CVE, hashes..)

Wordlist

Name 
entity

Microsoft released a
fix for CVE-2024-

12345
which exploits MD5

hashes.

Named Entities

Microsoft ORG

CVE-2024-12345
VULNERABILITY

MD5 
MD5

11



Summarization in OSINT Analysis
Streamlines analysis

Applies to news and stories

Facilitates report summaries
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Future Directions
AI-assisted report templating

Learning from past reports

Entity Linking

LLM assisstant
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Live Demo
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